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Cybernetics is the  
science of Machines 
and Biology. 
Cyber refers to a 
virtual reality space
created by 
technology and  
networks
.



The Cyber Ripple Theory

"It states that the effect of a cyber attack 
on an organisation or Individual has a 
destructive cascading effect on both the 
connecting technology and the human 
aspects that are linked. 

The extent of the destruction depends on 
the awareness and protection levels 
built around the sequential points of the 
attack.”

®

Professor Richard Benham ‐ May 2012



Six Layers of Threats

Global
Government
Business

Schools and Colleges
Citizens
Disadvantaged groups



Why does this matter?

National Critical Infrastructure

Theft of IP and designs

False accounting and ransoms



Why does this matter?

54% of reported crime last year in
the UK was cyber related.

Legislation and accountability

Citizen awareness / self protection



An attack on Bangladesh's central bank yielded $101 
million. Ecuador's Banco del Austro was hit for $12 million.
The message from SWIFT, which was first reported by 
Reuters, urges banks to protect themselves against the 
"persistent, adaptive and sophisticated" attacks, which 
use a similar method to crack their local security systems

At least 20,00 Tesco Bank customers 
had money from their accounts in the 
"most serious" hack to ever hit the UK 
banking sector. Another 40,000 
customers reported 'suspicious activity' 
as fraudsters accessed confidential 
account information





Cyber in the Boardroom

Cyber Awareness and Education

Cyber Insurance

The Cloud



Cyber Bullying Stalking and Trolling



Cyber Bullying Stalking and Trolling

Steal Information



Identity Theft





Thank You

Questions


